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Integrating NonStop with Enterprise IAM
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SecurSSO: Kerberos for NonStop Servers
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SecurSSO: How does it feel?
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Do you want to escape the Password Torture?
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SecurIM: Exposing NonStop User Directories with LDAP
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Benefits of the comForte IAM and SSO solution

� Increases Productivity and Convenience

� Streamlines Administration

� Integrates with your corporate SSO/IAM solution

� Enables Full User Lifecycle Management for NonStop user accounts

� Role based access control implemented easily

� Saves Costs

� 10% - 30% of help desk calls: (Gartner: $51 to $147 per Password reset)

� Enhanced Security

� Only one strong Single Sign On
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� Only one strong Single Sign On

� Using proven standard protocols

� Strong Authentication possible

� Integrates NonStop in enterprise security strategy

� Improves Governance, simplifies Risk Management and Compliance



Data-At-Rest Protection

www.comforte.com 9



Alternatives for securing Data-at-Rest on NonStop

1. VLE (Volume Level Encryption) 
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3. Tokenization
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Tokenization – the concept
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4026xExn12VT0258 (Token)



Transaction Log before Tokenization

$B2402.RYN1PTLF.PO110114  RECORD 11  KEY 12290 (%30002)  LEN 1066              

0:  ....S...01VISAVISA4026157151401408 000RYN1AIB10015001588888830         

35:       88888830        001001RYN1AIB188888830        1026410088888830      

70:       588888830           11111100210001399....S...................1101   

105:  1410264100110114000000110114000000005605TEST TERMINAL ASSET ML   JOE     

140:  DOE              NEW YORK IE IE0000   ..63049300000000000000007011   

175:  11110000000000005999B24 B24 100000V                    050............   

210:  ....1306M4026157151401408=1306?                                          

245:                            P1A^APACS^02    9001000        6910000000000   

280:                      02000001501109789786100000097861000000........1220   

315:  00     00000000000                                                       

350:    0000                              00                                   
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350:    0000                              00                                   

385:                  & ....! 04..            0     Y ! C0..111     2          

420:    7  1    ! C1..S1A^APACS^AST^02! C4..20351000061 ! B4..011500..         

455:  15060 ! P0.&                   88888830           ! B8."                 

490:    POS               ! B9.<                              ISO000000        

525:                                                                           



Transaction Log after Tokenization

$B2402.RYN1PTLF.PO110114  RECORD 11  KEY 12290 (%30002)  LEN 1066               

0:  ....S...01VISAVISA4026xExn12VT0258 000RYN1AIB10015001588888830         

35:       88888830        001001RYN1AIB188888830        1026410088888830      

70:       588888830           11111100210001399....S...................1101   

105:  1410264100110114000000110114000000005605TEST TERMINAL ASSET ML   JOE     

140:  DOE              NEW YORK IE IE0000   ..63049300000000000000007011   

175:  11110000000000005999B24 B24 100000V                    050............   

210:  ....1306M4026xExn12VT0258=1306?                                          

245:                            P1A^APACS^02    9001000        6910000000000   

280:                      02000001501109789786100000097861000000........1220   

315:  00     00000000000                                                       

350:    0000                              00                                   
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350:    0000                              00                                   

385:                  & ....! 04..            0     Y ! C0..111     2          

420:    7  1    ! C1..S1A^APACS^AST^02! C4..20351000061 ! B4..011500..         

455:  15060 ! P0.&                   88888830           ! B8."                 

490:    POS               ! B9.<                              ISO000000        

525:                                                                           



SecurData: Transparent Tokenization for NonStop 
Applications
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SecurData: Transparent Tokenization for NonStop 
Applications
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No man is an island!

www.comforte.com 16



SecurData: NonStop as an Enterprise Token Server
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And what about Key Management?
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Reproduced under license from xkcd.com



SecurData Key Management Options
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SecurData Benefits

�Compliance without Excuses�Compliance without Excuses

�De-Scoping

�Lower Compliance Cost
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�Reduced Risk
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comForte SecurData EAP program

�As the product is brand-new, we are looking for 
customers to join the EAP programcustomers to join the EAP program

�Free on-site consulting 
(“is this feasible in your environment”)

�Free on-site POCs
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