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Integrating NonStop with Enterprise |IAM
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SecurSSO: Kerberos for NonStop Servers
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SecurSSO: How does it feel?
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Do you want to escape the Password Torture?

“ALL PASSIWORDS MUST
BE AT LEAST SIX
CHARACTERS LONG..

“USE DIFFERENT PASS-
WORDS FOR EACH SYSTEM.
CHANGE ONCE A MONTH,

I AM MORDAC, THE
PREVENTER OF INFOR-
MATION SERVICES. I

BRING NEW GUIDELINES INCLUDE NUMBERS AND SQUEAL DO NOT
FOR PASSWORDS, LETTERS ... INCLUDE A LIKE A WRITE ANY-
MmIx OF UPPER AND FIG“* ‘T‘HING DOWN"

LOWER CASE ...

€ 159 Unites Featers Syndicss, Ing,

SAdews E-mait: SCOTTADAMESAOL.COM

6 B

The Strong Password Dilemma

from the Center for Password Sanity

http://www.smat.us/sanity/
Richard E. Smith, Ph.D., CISSP

Excerpt from Chapter 6 of Authentication: From Passwords to Public Keys
ISBN 0-201-61599-1. Copyright © 2002 Addison-Wesley.

This paper is also being published in the CSI Computer Security Journal, 2002.
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SecurlM: Exposing NonStop User Directories with LDAP
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Benefits of the comForte IAM and SSO solution

» Increases Productivity and Convenience

» Streamlines Administration
» Integrates with your corporate SSO/IAM solution
» Enables Full User Lifecycle Management for NonStop user accounts
» Role based access control implemented easily

» Saves Costs
» 10% - 30% of help desk calls: (Gartner: $51 to $147 per Password reset)

» Enhanced Security

» Only one strong Single Sign On
» Using proven standard protocols
» Strong Authentication possible

» Integrates NonStop in enterprise security strategy

» Improves Governance, simplifies Risk Management and Compliance

www.comforte.com
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Data-At-Rest Protection

Thou Shalt
Encrypt Sensitive Data!
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Alternatives for securing Data-at-Rest on NonStop
1. VLE (Volume Level Encryption)

Data
“in the clear”

2. Column Level DB Encryption { DB Encryption

| Application
I SecurLib API |

Tokenization

3. Tokenization
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Tokenization — the concept

4026157151401408 (PAN)

4026xExnl2VT0258 (Token)
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Transaction Log before Tokenization
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Transaction Log after Tokenization
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SecurData: Transparent Tokenization for NonStop

Application

Data Base
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SecurData: Transparent Tokenization for NonStop
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SecurData: NonStop as an Enterprise Token Server
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And what about Key Management?

4

A CRYPTO NERD'S
IMAGINATION: ii H
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WHAT WoULD
ACTUALLY HAPPEN:
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Reproduced under license from xkcd.com
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SecurData Key Management Options

Encrypted Data
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" HP Enterprise
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DataSecure HSM
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SecurData Benefits

» Compliance without Excuses
» De-Scoping
» Lower Compliance Cost

» Reduced Risk

www.comforte.com AN



com}?orte@’

comForte SecurData EAP program

» As the product is brand-new, we are looking for
customers to join the EAP program

» Free on-site consulting
(“is this feasible in your environment”)

» Free on-site POCs
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